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Něco málo o přednášej́ıcı́m

Petr Zemek
• Ph.D. student @ VUT FIT (od 2010)

- teorie formálnı́ch jazyků

• vývojař v AVG Technologies a člen
projektu Lissom @ VUT FIT (od 2011)

- vývoj a výzkum v oblasti dekompilace

Odborná orientace
• teoretická informatika, diskrétnı́ matematika
• programovánı́ (C, C++, Python, Haskell a daľśı)
• zpětné inženýrstv́ı, dekompilace
• operačnı́ systémy (GNU/Linux)
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Co nás čeká a nemine

Co je to ta dekompilace?

K čemu je to dobré?

Od p̌rekladu k dekompilaci

Seznámeńı s dekompilátorem projektu Lissom

Prohĺıdka online dekompilačńı služby
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Co je to ta dekompilace?

P̌reklad (kompilace)

Zpětný překlad (dekompilace)
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K čemu je to dobré?
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Dekompilátor versus disassembler

Výstup disassembleru je
• nudný
• nepřenositelný
• opakuj́ıcı́ se
• náchylný k chybám
• vyžaduje speciálnı́

znalosti
• už jsem ř́ıkal opakuj́ıcı́ se?

mov dword ptr [ebp-0x17b5c],eax
mov edx,dword ptr [ebp-0x17b5c]
mov dword ptr [ebp-0x14fbc],edx
mov eax,dword ptr [ebp-0x14fbc]
push eax
call dword ptr ds:0x405030
mov dword ptr [ebp-0x17b60],eax
mov ecx,dword ptr [ebp-0x17b60]
mov dword ptr [ebp-0x150bc],ecx
push 0x4063ec
lea ecx,[ebp-0x14fb0]
call 0x401000
mov dword ptr [ebp-0x17b64],eax
mov edx,dword ptr [ebp-0x17b64]
mov dword ptr [ebp-0x14fbc],edx
mov eax,dword ptr [ebp-0x14fb4]
push eax
call dword ptr ds:0x405004
mov ecx,dword ptr [ebp-0x14fbc]
push ecx
mov edx,dword ptr [ebp-0x150bc]
push edx
call dword ptr ds:0x40503c
mov dword ptr [ebp-0x17b68],eax
mov eax,dword ptr [ebp-0x17b68]
mov dword ptr [ebp-0x14c80],eax
mov ecx,dword ptr [ebp-0x14c94]
mov dword ptr [ebp-0x150c4],ecx
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• vyžaduje speciálnı́
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mov dword ptr [ebp-0x17b5c],eax
mov edx,dword ptr [ebp-0x17b5c]
mov dword ptr [ebp-0x14fbc],edx
mov eax,dword ptr [ebp-0x14fbc]
push eax
call dword ptr ds:0x405030
mov dword ptr [ebp-0x17b60],eax
mov ecx,dword ptr [ebp-0x17b60]
mov dword ptr [ebp-0x150bc],ecx
push 0x4063ec
lea ecx,[ebp-0x14fb0]
call 0x401000
mov dword ptr [ebp-0x17b64],eax
mov edx,dword ptr [ebp-0x17b64]
mov dword ptr [ebp-0x14fbc],edx
mov eax,dword ptr [ebp-0x14fb4]
push eax
call dword ptr ds:0x405004
mov ecx,dword ptr [ebp-0x14fbc]
push ecx
mov edx,dword ptr [ebp-0x150bc]
push edx
call dword ptr ds:0x40503c
mov dword ptr [ebp-0x17b68],eax
mov eax,dword ptr [ebp-0x17b68]
mov dword ptr [ebp-0x14c80],eax
mov ecx,dword ptr [ebp-0x14c94]
mov dword ptr [ebp-0x150c4],ecx
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Jak probı́há překlad

// Contents of module.c:

// Returns the answer.
int func() {

return 40 + 2;
}
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Jak probı́há překlad

⇓
7f 45 4c 46 01 01 01 00 00 00 00 00
01 00 03 00 01 00 00 00 00 00 00 00
...
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Jak probı́há překlad

⇓
7f 45 4c 46 01 01 01 00 00 00 00 00
01 00 03 00 01 00 00 00 00 00 00 00
...

program.o: file format elf32-i386

Disassembly of section .text:

00000000 <func>:
0: 55 push %ebp
1: 89 e5 mov %esp,%ebp
3: b8 2a 00 00 00 mov $0x2a,%eax
8: 5d pop %ebp
9: c3 ret
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Jak probı́há překlad

... ; skipped 126 lines
80483cd: 66 90 xchg %ax,%ax
80483cf: 90 nop
80483d0: 55 push %ebp
80483d1: 89 e5 mov %esp,%ebp
80483d3: b8 2a 00 00 00 mov $0x2a,%eax
80483d8: 5d pop %ebp
80483d9: c3 ret
80483da: 66 90 xchg %ax,%ax
80483dc: 55 push %ebp
80483dd: 89 e5 mov %esp,%ebp
80483df: 83 e4 f0 and $0xfffffff0,%esp
80483e2: e8 e9 ff ff ff call 80483d0
80483e7: b8 00 00 00 00 mov $0x0,%eax
80483ec: c9 leave
80483ed: c3 ret
80483ee: 66 90 xchg %ax,%ax
80483f0: 55 push %ebp
80483f1: 57 push %edi
80483f2: 31 ff xor %edi,%edi
80483f4: 56 push %esi
80483f5: 53 push %ebx
... ; skipped 50 more lines
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Proč je dekompilace taková fuška? (1/3)

• ztráta důležitých informacı́
- komentáře, makra, direktivy, . . .
- typy, znaménkovost
- vysokoúrovňové konstrukce
- jména proměnných, funkcı́, symbolických konstant

• nerozhodnutelnost mnoha problémů
- separace kódu od dat⇔ problém zastavenı́ TS

• nı́zkoúrovňové operace
- př́ıznaky, subregistry (rax, eax, ax, ah, al)
- nepř́ımé skoky

• obfuskace
- zdrojového kódu
- binárky

• packing, anti-debugging ochrany

• škodlivý software (malware)
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- př́ıznaky, subregistry (rax, eax, ax, ah, al)
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- separace kódu od dat⇔ problém zastavenı́ TS
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- binárky

• packing, anti-debugging ochrany

• škodlivý software (malware)
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Proč je dekompilace taková fuška? (2/3)

• mnoho architektur
- x86, x86-64, ARM, MIPS, PowerPC, SPARC, . . .
- CISC, RISC
- bitová š́ı̌rka, instrukčnı́ sada, endianita, FP
- verze, rozš́ı̌renı́

• různá binárnı́ rozhranı́ (ABI)
- bitové š́ı̌rky, layout a zarovnánı́ datových typů
- volacı́ konvence
- mnoho způsobů, jak udělat totéž

mov eax, 0
and eax, 0
mul eax, 0
sub eax, eax
xor eax, eax
lea eax, [0]

• různé souborové formáty
- ELF, COFF, PE, Mach-O, . . .
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Proč je dekompilace taková fuška? (3/3)

• mnoho programovacı́ch jazyků a překladačů
- C: GCC, Clang, MSVC, ICC, . . .

• různé typy optimalizacı́
- GCC: -O0, -O1, -O2, -O3, -Os, -Og, -Ofast

• idiomy

4 * x => x << 2

x % 2 => (((x >> 31) + x) & 1) - (x >> 31)

A to zdaleka nenı́ vše. . .
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Takže přece jen. . .?

A nebo ne?
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Dekompilátor projektu Lissom

• vyv́ıjený od roku 2011
• Lissom @ VUT FIT ve spolupráci s AVG Technologies
• cı́l: generická dekompilace binárnı́ho kódu
• vstup:

- platformně závislý binárnı́ program
- architektury: x86 (i386), ARM, ARM-Thumb (1+2), MIPS
- souborové formáty: ELF, PE
- aplikace napsané v C/assembleru

- popis platformy (CPU, ABI, knihovny, . . . )
• výstup:

• uniformnı́ výstup v jazyku vyšš́ı úrovně (C, Python’)
• disassemblovaný kód
• grafické reprezentace (graf toku ř́ızenı́, graf volánı́)
• statistiky
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Tým vývojařů dekompilátoru

Vedenı́

Jádro

Diplomanti (VUT FIT)

a daľśı. . .

http://www.fit.vutbr.cz/research/groups/lissom/
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Koncept vyv́ıjeného dekompilátoru
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Koncept vyv́ıjeného dekompilátoru
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Ukázka 1 (ARM, ELF, GCC, -O2, stripped)
Původnı́ kód:

#include <stdio.h>
#include <stdlib.h>

int my_sum(int i) {
int b = rand();
int c = rand();
int d = b - c;
return (b + c) * (i + d);

}

int main(int argc, char **argv) {
int a = rand();
int b = rand() + 2;
int c = 0;
if (a > b) {

printf("TRUE");
c = my_sum(a);

} else {
printf("FALSE");
c = my_sum(b);

}
return a - b - c;

}

Dekompilovaný kód:
#include <stdint.h>
#include <stdio.h>
#include <stdlib.h>

int32_t function_8218(int32_t a) {
int32_t x = rand();
int32_t y = rand();
return (x + a - y) * (x + y);

}

int main(int argc, char **argv) {
int32_t apple = rand();
int32_t banana = rand() + 2;
if (apple > banana) {

printf("TRUE");
return apple - banana -

function_8218(apple);
}
printf("FALSE");
return apple - banana -

function_8218(banana);
}
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Ukázka 2 (x86, PE, GCC, -O0, -g)
Původnı́ kód:

1 int factorial(int n) {
2 if (n == 0)
3 return 1;
4 return n * factorial(n - 1);
5 }
6
7 int calculate(int a, int b) {
8 return a * factorial(b);
9 }

10
11 int main(int argc, char **argv) {
12 // ...
13 // ...
14 // ...
15 // ...
16 // ...
17 }

Dekompilovaný kód:
// From module: test.c
// Address range: 0x401560 - 0x401585
// Line range: 1 - 5
int32_t factorial(int32_t n) {

int32_t result;
if (n != 0) {

result = factorial(n - 1) * n;
} else {

result = 1;
}
return result;

}

// From module: test.c
// Address range: 0x401587 - 0x40159c
// Line range: 7 - 9
int32_t calculate(int32_t a, int32_t b) {

return factorial(b) * a;
}

// From module: test.c
// Address range: 0x40159e - 0x401606
// Line range: 11 - 17
int main(int argc, char **argv) {

// ...
}
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Ukázka 3 (graf toku ř́ızenı́)

entry:

0x16a0bb0:
 a = apple

exit:

0x169dd80:
 switch a:
 default:
 case 0:
 case 1:

0x169e5d0:
 printf("%d", a)
 break

(a != 0) and (a != 1)

0x169f0a0:
 printf(" 0 ")
 break

a == 0

0x169fa60:
 printf(" 1 ")
 break

a == 1

0x16a0480:
 printf("after")
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Ukázka 4 (graf volánı́)

test [U]

rand [D]

printf [D]

utilize [U]

main

myStrLen myToUpper
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Ukázka 5 (graf volánı́ + ladicı́ informace)

examples.c

main.c

mystring.c

test [U]

rand [D]

printf [D]

utilize [U]

main

myStrLenmyToUpper
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Prohĺıdka online dekompilačnı́ služby

http://decompiler.fit.vutbr.cz/
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Kontakt pro zájemce o spolupráci
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That’s All
Folks!
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